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TexvikeCc AvwvupLog

* Atakoplotec MeooAaBnonc (Proxy server)
* Eltkoviko 16wwtiko Aiktuo (VPN)

* Aiktua Avwvupiog (Tor, JohnDonym)




Eibn Atakoulotwyv pecolafnonc

- Atadpavng (Transparent)

REMOTE_ADDR
X_FORWARDED FOR

* Abladpavelic: A

* Avwvupoc (Anonymous)

* MANnpwc¢ Avwvupog (Elite, High
Anonymous)
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Connection Settings -

Ceonfigure Proxies to Access the Internet

HTTP kat HTTPS e

1 Auto-detect proxy settings for this network

° FTP (1 Use systemn proxy settings
@ Manual proxy configuration:
°
SOCkSV4 i HTTP Proxy: Port: 1S
° TCP, I [] Use this proxy server for all protocols
.- HTTP | 55L Prosgy: Port: W= I
ETP Prosxy: Port: 0
[ ]
. FTP ' SOLCKS Host: Port: 0
SMTP f ) SOCKSv4 @ SOCKSWS [¥] Remote DNS
¢ Telnet [ | Mo Proxy for: I
localhost, 127.0.0.1
* Socksv5 | J
* UDP ; |
R I_I ’ e P Example: .mozilla.org, .net.nz, 192.168.1.0/24
LOTOT(OLnO-n 04V EVTLKOtntac (1 Automatic proxy configuration URL:
[ ]
Remote DNS S |
[ Do neot prompt for authentication if password is saved

[ OK ] | Cancel | | Help |




Ewkovika 10LwTKO ALKTU QL

*OpenVpn
* Emtintedo diktuou— IPsec
* ESP o€ kataotoon onpayyog
* Entimedo petadopac— SSL/TLS

*Chameleon




Tor- Onion Routing

Socks Proxies kal tputAn kpumtoypadnon SnUoOcLou
KAELOLOU:
Ou T

KouBoc etcodou (Entry Node) HTTPS Every-

where

Disable HTTPS Everywhere

Evolapeoog kKOpPoG (Transist Node)  Block sl HTTP requests |
|
Show Counter

A S A

SSL Observatory Preferences
About HTTPS Everywhere

KouBoc e€odou (Exit Node)
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AnowkAziopoc avadudpzvoy napabupoy

[+ Evepy, anoxhaopol avabudpsvay napafipuwy [ PuBpic=ic

InPrivate

AnzvEpyonoinom ypappoy epyalainy Kol EnEKTagEwy OTay SEKIVAE N
Mezpiryynon InPrivate

[ haso | [ Eomon |

Privacy Settings

V| Don't record browsing history or website data (enables Private Browsing Mode)
V| Disable browser plugins (such as Flash)

V| Restrict third party cookies and other tracking data

V| Change details that distinguish you from other Tor Browser users

Security Level
() High At this security level, the following changes apply
(mouseover for details):
HTMLS video and audio media become click-to-play via
NoScript.
Medium-High All JavaScript performance optimizations are disabled.

Scripts on some sites may run slower,
Remote JAR files are blocked.

] Some mechanisms of displaying math equations are
Medium-Low disabled.

Some font rendering features are disabled.
JavaScript is disabled by default on all sites.
Some types of images are disabled.

Low (default) Some fonts and icons may display incorrectly.

Custom Values

oK | ‘RestoreDefauItsI [ Cancel




MuoTIKEC YITNPEOLEC

* MeooAafnteg

* Anpootievon mepypadnc

* Anpovpyia URL 16 yopaktipwv
* EvaAAakTika KukAwpata

* KaBoplopoc onpeilov cuvavtnong




Dark web

g‘i‘; Hidden Wiki .onion Urls Tor Link Directory

To browse .onion Deep Web links, install Tor Browser from

Hidden Service lists and search engines

— DuckDuckGo Search Engine
— TORCH — Tor Search Engine
— Uncensored Hidden Wiki
— Onion URL Repository
— Dark Nexus
— Seeks Search
— Gateway to Freenet
—Is It Up?
— Paralite
— Onion Wiki
— Tor Wiki
— The Hidden Wiki
— Tor Project: Anonymity Online
— TorLinks
— Hidden Wiki .Onion Urls
— Hidden Wiki — Tor Wiki
— Anonet Webproxy
— All You're Wiki — clone of the clean




Y= ~
# PUTTY Configuration ]
Categary
Basic options for your PuTTY session Keyboard - Options controlling SSH port forwarding
| ‘i°§]9‘“9 Specify the destination you want to connect to Ee'; Port forwarding
n e
o Host Name (or IP address) Port gevn_. | Local ports accept connections from other hosts

Keyboard -} Window =

Bell fr1 vpnme me] 22 Appearance | Remote ports do the same (SSH-2 only)

Features Connection type: Behaviour Forwarded ports: Remove
Window Raw Teinet Rlogin @ SSH Serial Translation Srrr

Wame Load, save or delete a stored session e

Behaviour . o Colours

Translation aved Sessions -)- Connection J

el Data Add new forwarded port:

Colours [ Defautt Selihgs PFOX)' B §OU|"CC port 4441 Ac_ld
Connection Telnet -

Data Rlogin Destination

Proocy -]- SSH Local Remote @ Dynamic

Telnet Kex @ Auto IPv4 IPvE

Rlogin _ Cipher

SSH +)- Auth

. Close window on exit: ;H
Aways Never
Tunnels
Bugs -




Category:
| =) Session Options controlling proxy usage

Logging

=) Terminal Proxy type:
Keyboard None SOCKS 4 @ SOCKS 5
Bell HTTP Telnet Local
Features Proxy hostname Port

=} Window 127.0.0.1 9150
PR—— Exclude Hosts/IPs
Behaviour
Translation —
Selection | Consider proxying local host connections
Colours Do DNS name lookup at proxy end:

-} Connection No Auto Q Yes
Data Usemame
P
T::);t Password
Rlogin Telnet command, or local proxy command

+- SSH connect “%host “port\n

Senal
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